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Perils of the Social Network 

 

In recent years, online privacy has become a hot button issue. With social media 

specifically, services like Instagram, Snapchat, and YouTube have access to an obscene amount 

of the personal information of its users. Arguably, these services have access to a dangerous 

amount of personal information. As of last week, Facebook, who has already been criticized for 

how it maintains security in regard to its user’s personal information, came under fire for a recent 

security breach which exposed the personal information of close 50 million users. 

The breach, which is the largest in the over fourteen years of the company’s operation, 

came about as a result of hackers exploiting an available feature in Facebook’s coding and used 

it to gain access of user accounts and control them. Not long after the security breach 

announcement, a lawsuit was filed by Carla Echavarria of California and Derrick Walker of 

Virginia, two of Facebook’s user who are seeking damages due to the fact that Facebook failed 

to protect their personal data. The lawsuit reads, “This case involves the continuing and absolute 

disregard with which Defendant Facebook has chosen to treat the Personally identifiable 

information of account holders who utilize Facebook’s social media platform.” (Carla 

Echavarria and Derrick Walker v. Facebook Inc.,  2018) 

The author will investigate the laxness of privacy settings and policies on social media 

platforms, specifically Facebook. As a result of lackluster security measures, those who utilize 

social media platforms are exposed to big business harassment. In addition to the negative effects 

of corporate surveillance, the release of personal information as a result of a lack of truly 
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effective security measures to protect this information could also lead to harassment on a social 

level as well.  

Despite the fact that other platforms on the same level as Facebook have seen the same if 

not worse security breaches (Yahoo, Equifax, Sony PlayStation Network), security and privacy 

policies still lack true, effective user control of who has access to information, when, and how 

through user opt-in settings. 

Facebook which was known as “The Facebook” was founded on Harvard University 

campus by a student by the name of Mark Zuckerberg on February 4,2004. Initially, the website 

started off with just 1,200 Harvard students and in its evolution, Facebook has become a force to 

be reckoned with. Over the years, Facebook has become a very well-known social media 

platform, with over 30 million users that are signed up. “Facebook operates a social networking 

website that allows people to communicate with their family, friends, and coworkers. Facebook 

develops technologies that facilitate the sharing of information, photographs, website links, and 

videos.” (Carla Echavarria and Derrick Walker  v. Facebook Inc., 2018)  

The site was and still remains free to join so that causes easy access. On some newer 

smart phones that consumers purchase, it already comes with the app installed and ready to 

access on the phone. With Facebook being so easy to access it would be on wonder that people 

are able to breach the popular social media platform. To breach is to break down a wall or 

barrier. When having any internet website there are things called firewalls which are put in place 

to keep people out. Often time’s hackers can easily get into these firewalls and cause mayhem. 

Plenty of people have a lot of information on Facebook as far as credit card information, phone 

number, addresses and much more.  
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Identity theft is the deliberate use of someone else's identity, usually as a method to gain 

a financial advantage or obtain credit and other benefits in the other person's name, and perhaps 

to the other person's disadvantage or loss. “The Federal Trade Commission (FTC) reported that 

debt collection, identity theft and impostor scams were the most common categories of consumer 

complaints received by the agency’s Consumer Sentinel Network in 2015. Identity theft 

complaints were the second most reported, increasing more than 47 percent from 2014, in part 

due to tax identity theft” (O'Loughlin,2016). Identity theft is more prevalent in this day and age 

being that everything is done online and hackers can get to your information easily. It was said 

that in 2013 every two minutes a person is affected by identity theft. Not only you get your 

identity stolen, but it averages about $500 to clean up the issue. So it costs your identity and 

money.  

A table was created by Shareen Irshad and Tariq Rahim Soomro to show the evolution of 

identity theft. “From 1990 to 1998 technology advancement increased cases of identity crime. 

1999 to 2000 introduction of Internet and search engines like Google led people to give away 

personal information. 2001 to 2003, the credit reporting agencies were instructed to provide 

credit reports to customers to prevent fraudulent accounts being opened. 2004 to 2015 the 

National Crime Victimization Survey was updated to include new forms of Identity Theft. In 

2016 Identity Theft was the most popular consumer complaint for 15 consecutive years. 2017 

American banks increased their security causing criminals to use other platforms for stealing 

identities. It is projected that from 2018 to 2020 Technology is evolving and new apps are being 

introduced; so that thieves are gaining more and more access to personal information through 

these new apps.” (Shareen Irshad and Tariq Rahim Soomro, January 2018)  
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 When engaging with any social media platform we don’t always necessarily think we 

have to worry about someone breaching their walls and using your own information against you. 

For instance, many people have mobile banking on their phone a hacker can simply hack into 

your Facebook and get that information off of your phone. An abundance of laws are out in place 

to try to stop hackers from getting your information but hackers are very  malicious and still 

want to cause trouble. Personal information in the United States in legal terms is known as 

Personal Identifiable Information (PII). In this case I am investigating sensitive PII because 

hackers breached Facebook and people’s identities were taken and that is very harmful.  

The Black Market or Dark Web is known as a secret market where illegal activities go 

on. Often times we don’t know what happens when an identity gets on the Black Market. It has 

been said that a stolen identity is often sold for an average of twenty dollars on the Black Market. 

Data breaches are the leading way that people have lost their private information. When people’s 

information is stolen they are often sold on the black market “… a heavily encrypted part of the 

Internet that makes it difficult for authorities to detect the location or owners of a website.” 

(Carla Echavarria and Derrick Walker  v. Facebook Inc., 2018) 

The dark web mimics marketplaces just like your popular marketplaces such as Amazon 

or E-Bay so that it is very easy to navigate through, which makes it user friendly. Each identity is 

sold for a different price depending on quality, reliability, robustness and the seller’s reputation. 

“Once someone buys PII, it is then used to gain access to different areas of the victim’s digital 

life, including bank accounts, social media, and credit card details. During that process, other 

sensitive data may be harvest from the victim’s accounts, as well as from those belonging to 

family, friends and colleagues.” (Carla Echavarria and Derrick Walker  v. Facebook Inc., 2018) 
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Even though it is easy to work these sites; it is almost impossible to shut down these 

marketplaces, even if you such down one marketplace another one opens in its place.  

 On September 25, 2018 Facebook was under attack. The breach affected 50 million users 

of the social media site. This breach was one of the largest in history which the company has 

experienced in 14 years. The attackers were said to use a feature in Facebook code which could 

cause them to gain access and take over user’s accounts. According to The New York Times 

(2018), “three software flaws in Facebook’s systems allowed hackers to break into user 

accounts… once in, the attackers could have gained access to apps like Spotify, Instagram and 

hundreds of others that give users a way to log into their systems through Facebook.” (The New 

York Times, 2018) Since Facebook takes such pride in the engineering aspect of their platform it 

came as a shock for there to be such a compromise in the site. The flaws in the social media site 

are said to have come from “a bug in its site’s “view as” which permits users to view their 

profiles posing as someone else, which, ironically, was built in to give users more control over 

their privacy.” (Carla Echavarria and Derrick Walker  v. Facebook Inc) The flaw made it easy 

for attackers to steal access tokens – which allow access to accounts. Then, on September 28, 

2018 Facebook automatically signed you out of your account, which is a common procedure 

when accounts have been compromised. It is said that hackers tried to get information like 

peoples name, age, sex, hometown, numbers and other meaningful things that are labeled as 

identity theft (Carla Echavarria and Derrick Walker v. Facebook Inc.). 

This case is between the Plaintiffs Carla Echavarria and Derrick Walker against the 

Defendant Facebook. Three days later after the attack both plaintiffs received notice from the 

defendant that their PII may have been compromised in the data breach; with their PII being 
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taken this may put them at a higher risk of identity theft. The defendant did not know the identity 

of the attackers but gave their users the reassurance that the vulnerability was fixed. A number of 

twelve questions were asked to the defendant which consisted on if the defendant violated any 

rules, acts or codes of California, if the defendant failed to timely notify the plaintiffs of the 

issue, and if the defendant took careful action in protecting PIIs. There are five claims for relief 

in this case. The First and Second Claim for Relief is Violation of California’s Unfair 

Competition Law (“UCL”)- Unlawful and Unfair Business Practice (Cal. Bus. & Prof. Code § 

17200, et seq.), the UCL means that a business cannot false advertise their business, which the 

defendant did because they advertised that they would protect the identity of their users. The 

Third Claim for Relief is Deceit by Concealment — Cal. Civil Code §§ 1709, 1710, is defined as 

the plaintiff claiming that he or she was harmed because the defendant kept certain information 

from them. The Fourth Claim for Relief is Negligence; negligence is simply the carelessness of 

the defendant in accordance of keeping the plaintiffs PII safe. The Fifth Claim for Relief is 

Violation of California’s Customer Records Act – Inadequate Security (Cal. Civ. Code § 

1798.81.5), this law states that any type of personal information you have of a person shall 

remain confidential. 

Although this is an on-going case, I believe the plaintiffs should win the case. Both of the 

Plaintiffs entrusted Facebook with their information. “Facebook represent that it would not 

disclose users’ PII without consent and/or notice. Facebook further represented that it would 

utilize sufficient data security protocols and mechanisms to protect users’ PII… Defendant knew 

or should have known it did not employ reasonable, industry standard, and appropriate security  
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measures that complied “with federal regulations” and that would have kept Plaintiffs’ and the 

other Class members’ PII secure and prevented the loss or misuse of Plaintiffs’ and the other 

class members’ PII.” (Plaintiff v. Facebook Inc, 2018) Facebook stands on the belief keeping 

your information safe and they failed to do that. It is so much information that goes on your 

Facebook: full name, date of birth, your spouse’s information and much more. With this being 

said Facebook should have taken more time and making sure that their site was safe of any 

hazards. Any time you entrusting a website with your information that should be their first 

responsibility to keep you safe. 

September 20, 2012 the Lane V. Facebook Inc. was decided on. “A group of 19 plaintiffs 

filed a putative class action in federal district court against Facebook and a number of other 

entities that operated websites participating in the Beacon program.” (Lane V. Facebook Inc, 

2012) Beacon was a program which was launched by Facebook. The program was set to allow 

members to share information with friends about what they do elsewhere on the internet. 

Basically updating a person’s profile based on the activity they are doing on other websites that 

belonged to the companies that were contracted with Facebook. The plaintiffs felt as though this 

would leave them with PII attacks so they took action against Facebook. The case was settled 

with the agreement of $9.5 million to the plaintiffs.  

Although there wasn’t a breach that happened in the Lane V. Facebook case, I believe 

both cases are similar. Facebook is shown putting PII at risk in both cases. I think the Carla 

Echavarria and Derrick Walker v. Facebook Inc. will be successful on the plaintiff side because 

of the result of the Lane V. Facebook.  
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Facebook should take better precautions in keeping people’s information safe. Personal 

information is very serious and important when regarding someone’s life. This information can 

be used in many different harmful illegal ways. One minute you can be yourself and the next 

another person can be you. Identity theft is such a scary issue that nobody wants to be a part of; 

the feeling of violation is the main issue. It takes so much in order to put your life back together 

after your identity has been stolen.  

Since nowadays things are so driven by technology it makes it so much easier for a 

person to get ahold of your information and it is up to that social media site to keep you safe. So 

much of our information is placed on these sites, birthdays, full name, address and so much 

more. Facebook should take full responsibility for this mishap and admit that they are negligent 

when dealing with people’s PII.  
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